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Tatweer cyber security LLC

TATWEER

An internal knowledge platform built on LLMs

and organization internal documentation

datasets with data sovereignty in mind that is

extended to be hosted on-premises and in an air- Archon
gapped manner. The platform uses myriad

modules aiming to reduce the load on seniors

and increase productivity among employees

while preventing any critical data from leakage

into public domain solutions such as Phind,

Preplexity, ChatGPT or Gemini.
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A Zero-day delivery platform
developed for the sake of assessing
clients' security solution postures and
providing them with the needed
hardening techniques to circumvent
these zero-day payloads.

Hades

An Al protection layer against

Adversarial Deep learning noise .
attacks, this layer acts as an input Project
sanitization layer optimized by our Mimir
quantum-based algorithm.

This engine generates remediations
based on the client's environment
feeds delivered through the data
stream, by producing the required
configuration code and steps to plug
the security gap internally.

Al'Razi
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Cyber task is a clouding platform dedicated
to build, host and manage security labs,

trainings, courses and its related resources QLo
such as virtual machines (they support most CyberTask

Windows & Linux versions), contents, files, -

and exercises.
As a trainer, cyber task is the home to
assemble all valuable dispersed courses or
labs.
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Archon: An internal knowledge platform built on LLMs and organization internal documentation datasets with
data sovereignty in mind that is extended to be hosted on-premises and in an air-gapped manner. The platform
uses myriad modules aiming to reduce the load on seniors and increase productivity among employees while
preventing any critical data from leakage into public domain solutions such as Phind, Preplexity, ChatGPT or
.Gemini
Hades: A Zero-day delivery platform developed for the sake of assessing clients' security solution postures and
providing them with the needed hardening techniques to circumvent these zero-day payloads.Project Mimir: An
Al protection layer against Adversarial Deep learning noise attacks, this layer acts as an input sanitization layer
optimized by our quantum-based algorithm.Al'Razi: This engine generates remediations based on the client's
environment feeds delivered through the data stream, by producing the required configuration code and steps

.to plug the security gap internally
of Horus: The platform acts as a medium between multiple cybersecurity solutions and generates

s/takes actions on found security threats/vulnerabilities delivering near real-time vulnerability
.identification, intelligent remediation, and detailed reporting
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Holistic Security AssessmentsPenetration TestingDigital

,Payment (POS, ATM, APP)Critical Infrastructure, SCADA

ICS, loTNetwork and Infrastructure AuditWeb
Application TestingMobile App AuditSource Code
AuditRed Team ServicesSmart Contract / Blockchain
AuditCyber Attack SimulationsCyberincident Response
& and ForensicsThreat Hunting
CompromiseCyberincident ProcessThreat
AnalysisSecurity Controls Expert Cybersecurity
ConsultingStrategic AdvisoryStrategic ProgramSecurity
Architecture DesignSecure Software Development
LifecycleRisk Assessment Policies and Process
ReviewSecurity Architecture Review Business
EmpowermentRent a Security OfficerHeadhuntingSocial
/ Engineering: Phishing / Vishing
AwarenessComplianceSWIFT CSP Consultancy and
Assessment
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Managed Services
PCI-DSS DMARC Compliance Services
Support Services
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Configuration Security Review

Application Security Design and Architecture Review

Network Architecture Security Review
Source Code Review (SAST and DAST)

Vulnerability Fixing

CIS Benchmark Compliance
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Internal Vulnerability Assessment
Internal Penetration Testing

Wireless Network Testing

Phishing Simulation

Physical Hacking & Force Entry
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Solution: Al Powered Behavioral Threat Detection and Response Solution

DarkSniper Academy: Offering wide range of courses and workshops in the domain of cybersecurity

Consultation

.Community Program: Offering free workshops and seminars to community, academia and industry
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vulnerability assessment
penetration testing
security configuration review
security Road Map
network security review



mailto:Sales@data2cloud.om

° e o 2\5 &) |
Infoshield &b glaodl w43 Al s
5 ¢y dusanans S0l Slosis! 5
Sukatns o 5 08 Sl ol 3
8,139
(SME) 45 21 G’ BRI ]
11-50 Aolall (5981 due 0 man
) 8 gl Clugias!
[ o dBY [ Joxall s Syl Jorud! V>
(S
info@infoshield.com.om SIFSIY W 5l Sl (I Glous dousell ¢ g5
94006843
/http://www.infoshield.com.om 250l 24625833 Juol gl A8
99890200

a8 yall (S 9 ySIYI B gall (B dp g yaall ileusul

Cyber Security services
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Security Testing & Defense

Security Management

Controls & Assurance

IT Governance & Compliance
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Network security
Cloud security
Data security

Identity and access management
Continuous Threat Detection
Application Containment
Anti-Ransomware
Secure Internet Access
Zero-trust

Penetration TestingTechnical
AssessmentsinfrastructureMaturity Assessments
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loT Service Providerc LoRaWAN Connectivityc Telecommunications Solutions¢ Network Encryption Protocols«
Cost-Effective loT Solutions« Proven Technology Expertise« Secure Connectivity Solutions< End-to-End loT
Solutions< Telecommunication Industry Innovators« Sultanate of Oman loT Servicesc TRA Authorized loT Service
Provider< LoRa Alliance® Member« Global Technology Implementation«< Public Sector loT Services« Private Sector
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Cyber task is a clouding platform dedicated to build, host and manage security labs, trainings, courses and its
related resources such as virtual machines (they support most Windows & Linux versions), contents, files, and

.exercises.As a trainer, cyber task is the home to assemble all valuable dispersed courses or labs
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Cybersecurity Training
Preparing & Managing Cybersecurity CTF Events
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